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Abstract

Federated Learning has emerged as a promising paradigm that enables col-
laborative model training while preserving data privacy, thus contributing
to enhance user trust. However, the design of Federated Learning systems
requires non-trivial architectural choices to address several challenges, such
as system efficiency and learning accuracy. Architectural patterns for Fed-
erated Learning systems have been defined in the literature to handle these
challenges, but their experimentation is limited. The objective of this paper
is to empower software architects in their task of evaluating the design of FL
systems while deciding which architectural alternatives are more beneficial
in their context of adoption. Our methodology consists of a tool-based ap-
proach that embeds the implementation of six architectural patterns defined
in the literature. The advantage is that software architects can select design
alternatives either in isolation or in a combined fashion, and the subsequent
analysis provides the evaluation of some metrics of interest. The experimen-
tal results indicate that architectural patterns can enhance system efficiency,
although we found a combination of patterns that added overhead and turned
to limit its benefit. By quantifying these trade-offs, we aim to support soft-
ware architects in designing Federated Learning systems by evaluating the
benefits and drawbacks of applying architectural patterns.

Keywords: Architectural Patterns, Federated Learning, Quantitative
Evaluation

1. Introduction

Modern digital devices generate massive volumes of data that grow ex-
ponentially and contribute to feed advanced Machine Learning (ML) tech-
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niques [25]. Data represents a crucial aspect in this context, since several
factors play a key role during learning, e.g., data representativeness directly
influences predictive performance [3]. With the increasing reliance of ML on
sensitive information, data privacy has become a critical concern [28]. Conse-
quently, software solutions must ensure both trustworthiness and compliance
with legal requirements, such as the European General Data Protection Reg-
ulation (GDPR) [22]. To face these challenges, in 2016 Google introduced
Federated Learning (FL), i.e., a paradigm that enables devices to collabora-
tively train a shared global model while keeping sensitive data locally [44].
This approach has rapidly emerged as a practical and effective solution to
handle data privacy and enhance user trust [73, 57], fostering its adoption
across several domains, from healthcare to mobile applications [29]. However,
recent studies argue that designing FL systems is still challenging [5]. For
instance, the optimization of system performance emerges as a relevant con-
cern, as FL systems must balance data protection, communication efficiency,
optimal resource management, and model accuracy [70].

State-of-the-art research on FL primarily focuses on optimizing learning
algorithms [45, 37|, model compression [76, 58|, and parameters’ aggregation
strategies [52, 27]. The system performance is instead handled by a few ap-
proaches [33, 14], even if it is well assessed that system performance problems
may hurt the functioning [29], especially in real-world deployments aiming
at guaranteeing system efficiency along with reliability and user trust [73].
In this context, the design of FL systems represents the primary abstraction
that contributes to the subsequent development choices, the architectural de-
cisions become of key importance since they constitute the foundations of the
FL process [41, 33]. Besides, architectural inefficiencies may lead to training
failures and resource depletion, potentially undermining the trustworthiness
properties that FL aims to ensure [29, 73]. To address these challenges, in
the literature there is a recent effort of adopting architectural patterns specif-
ically perceived for FL systems [41]. In software engineering, architectural
patterns represent reusable solutions to a problem that occurs commonly
within a given context in software design [7]. The benefit of relying on the
specification of patterns is that they provide a pool of design alternatives
that may represent valid options for software architects [41].

The overarching research question we address in this paper is: What is the
quantitative impact of applying different design alternatives on FL systems?
We propose an approach that evaluates the behavior of FL systems, thereby
supporting software architects in taking informed design decisions.



In our previous work [18], we presented a quantitative evaluation of ar-
chitectural patterns for FL systems using Flower [9], i.e., a Python library
for FL. By extending its codebase, we implemented and evaluated four archi-
tectural patterns from [41]: the Client Registry, which provides a centralized
storage of client data enabling efficient management, the Client Selector,
which reduces training round time by intelligently filtering clients, the Client
Cluster, which improves both training time and model accuracy by group-
ing clients based on data similarities, and the Message Compressor, which
optimizes communication overhead while balancing compression costs.

The objective of our research is to support software architects in under-
standing the impact of design alternatives on FL systems. To this end, we
propose AP4Fed, a benchmark framework that enables the selection and the
combination of six architectural patterns. The outcome of the analysis con-
sists of reports that estimate some metrics of interest, specifically we target
the following two main indicators: (i) system performance, that represents
the computational overhead generated by the FL process, and (ii) predictive
performance, that refers to the learned model accuracy. In this paper, two
novel architectural patterns are implemented and evaluated: (i) Heteroge-
neous Data Handler, which aims to improve the quality of datasets owned
by clients participating in the FL process; (ii) Multi-Task Model Trainer,
which is designed to train separated but related ML tasks simultaneously.
In addition, we experiment with the combination of previously defined pat-
terns [18] with the newly introduced ones, specifically: (i) Heterogeneous Data
Handler is combined with Message Compressor, thus studying the joint opti-
mization of data quality and communication efficiency; (ii) Multi- Task Model
Trainer is combined with Client Selector, thus investigating the joint effort
of optimizing model accuracy and system efficiency. Summarizing, the main
contributions of this manuscript are:

1. The development of AP4Fed [19], i.e., a tool that supports software
architects in experimenting different design decisions through the se-
lection and combination of six architectural patterns;

2. The implementation of two architectural patterns and their experimen-
tation either in isolation or in combination with other patterns, while
measuring system performance and predictive performance;



3. Empirical results showcase bene ts and drawbacks of architectural pat-
terns, thus providing quantitative evidence that supports software ar-
chitects in understanding pattern(s) trade-o s.

The rest of the manuscript is organized as follows. Section 2 provides
background knowledge on FL systems and architectural patterns. Section 3
describes the methodology and the framework used for the experiments. Sec-
tion 4 reports the analysis of architectural patterns, both in isolation and in a
combined fashion. Section 5 argues on the obtained experimental results and
their implications. Section 6 discusses related work and highlights the main
di erences with our research. Section 7 concludes the paper by outlining the
main contributions and directions for future research.

2. Background

2.1. Federated Learning

Federated Learning (FL) emerged as a solution to the growing challenge
of utilizing a large amount of sensitive and personal data [44, 41]. While
this data is invaluable for training ML models capable of improving decision-
making in software systems [70], its sensitive nature raises signi cant privacy
concerns when shared with centralized servers [4]. To address this, FL enables
multiple client devices to collaboratively train a global ML model using their
local data under the coordination of a central server [41, 4, 70]. This dis-
tributed system allows to preserve data privacy and distributing computation
across a network, FL not only addresses privacy concerns but also enhances
scalability and reduces reliance on centralized processing resources [29].

Figure 1 depicts the main phases of the FL paradigm. It begins with a
central server broadcasting the initial global model parameters (e.g., model
weights and structure) to all participating clients(@. Once all clients receive
these parameters, each device performs local model training using its private
data (2. Upon completing the training, clients send their updated model
parameters (i.e., the trained model weights) back to the central servéd.
The server then aggregates these updates to produce a re ned version of
the global model@. The updated global model is subsequently redistributed
to the clients, initiating the next round of training. The process repeats
iteratively, with the global model continuously improving until convergence
is achieved. This mechanism ensures collaborative learning while preserving
data privacy, as data remains decentralized throughout the process.
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Figure 1: Federated Learning Overview, inspired by [41].

2.2. Architectural Patterns in Federated Learning Systems

Architectural patterns provide reusable solutions to recurring design chal-
lenges in complex systems [55]. They represent best practices in design, en-
abling developers and software architects to address concerns such as scala-
bility and modularity while preserving system e ciency [41]. In our previous
work [18], we implemented and evaluated a subset of architectural alterna-
tives de ned by Lo et al. [41], speci cally: the {) Client Registry that stores
information on clients contributing to the training; (ii) the Client Selector
that improves the system e ciency by selecting clients based on some pre-
ferred criteria, e.g., more computational power;iif ) the Client Cluster that
enhances the training e ciency by grouping clients based on their similari-
ties; (iv) the Message Compressothat increases communication e ciency
by reducing the message data size.

In this work, we keep focusing on quantitatively evaluating FL systems,
and investigate two additional architectural patterns that are considered es-
sential for enhancing system e ciency [41]. The rst pattern, namelyHetero-
geneous Data Handlerperforms pre-processing operations on local datasets
to enhance data quality across all clients participating in the FL process.
The second pattern, i.e., the so-calleMulti-Task Model Trainer, enables the
simultaneous training of multiple ML tasks. These two patterns are detailed
in the following.

2.2.1. Heterogeneous Data Handler Architectural Pattern
Context. The Heterogeneous Data Handler pattern aims to improve the
guality of datasets owned by clients participating in the FL process. This



Figure 2: Heterogeneous Data Handler Pattern Overview.

architectural alternative consists of employing techniques such as) (data
augmentation which creates synthetic data to increase the diversity and vol-
ume of local datasets, andi() federated distillation that periodically provides
knowledge from other devices to clients (without directly accessing other de-
vices' data) [41]. These techniques help balance data distributions across
clients while preserving local data privacy and avoiding the need for central-
ized data collection [70]. The primary benet of the Heterogeneous Data
Handler pattern lies in its ability to enhance the generalization and accuracy
of the global model by improving the quality of client datasets [41]. Through
techniques like Generative Adversarial Networks (GANS), the architectural
alternative consists of addressing challenges related to the imbalanced nature
of the non-Independent and Identically Distributed (non-11D) dataset [38]
by generating synthetic examples that increase diversity and Il gaps in un-
derrepresented classes. This leads to a more e ective training process and
reduces reliance on uniform data distributions. However, this design alter-
native may introduce computational overhead from performing local opera-
tions, as well as privacy concerns since dataset analysis is required during
augmentation and knowledge transfer.

Our Implementation. To implement the Heterogeneous Data Handler pat-
tern, we leverage thePyTorchGAN49] Python library, exploiting its capa-
bilities to augment data through synthetic sample generation and thereby
mitigating the imbalance of clients local non-1ID datasets. Speci cally, we
employ a conditional GAN model trained to produce class-speci c data sam-
ples, e ectively augmenting underrepresented classes in each client dataset.
The Heterogeneous Data Handler pattern is integrated by rst analyzing
the class distribution of each client dataset, and then generating synthetic
data to balance class proportions. After applying GAN-based augmentation,



updated datasets exhibit reduced class imbalance, enabling more e ective
training of the global model. Results show that this approach mitigates chal-
lenges posed by non-1ID data while preserving local data privacy.

2.2.2. Multi-Task Model Trainer Architectural Pattern

Figure 3: Multi-Task Model Trainer Pattern Overview.

Context. The Multi-Task Model Trainer pattern is designed to train
separated but related ML tasks [41]. A ML task is a de ned problem that a
system addresses by identifying similarities and relationships from data [72].
It encompasses the model objective, the type of predictions or decisions it
needs to make, and the structure of the data it processes. Examples may
include image classi cation, speech recognition or time series forecasting [2,
72]. As shown in Figure 3, this architectural alternative consists of enabling
scenarios where clients share data to train two ML taskg; and T,. These
tasks can subsequently result in two possible outcomes) the generation of
two distinct global models, which we will refer to ady and M, or (ii) the
combination of tasks into a single uni ed global model, referred to a4 [41].

M is designed to tackle both tasks simultaneously by leveraging shared data,
ensuring the model e ectively achieves the objective of both tasks.

Challenges of statistical heterogeneity in FL systems, particularly when
dealing with non-1ID data across clients, often lead to poor model generaliza-
tion and thereby lower accuracy [29, 60]. By considering additional clients
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with relevant data for a speci c task, this design alternative can partially
mitigate the non-1ID data problem by providing additional samples, thereby
enhancing the global model accuracy. To better illustrate this approach, con-
sider the example depicted in Figure 4, which shows a robot performing two
interconnected computer vision tasks, i.e., the semantic segmentation and
the depth estimation. Semantic segmentation allows the robot to identify
and classify objects within its environment [56], while depth estimation de-
termines the distance and spatial structure of the surrounding area [30]. By
combining semantic segmentation and depth estimation, the robot enhances
its ability to navigate and interact with the environment more precisely. The
multi-task learning approach builds upon shared knowledge, thus the global
model can adapt to heterogeneous data across clients [41, 60].

Figure 4. The Multi-Task Model Trainer Pattern in the Robot Use Case.

Our Implementation. To implement the Multi-Task Model Trainer pat-
tern, we design a FL simulation capable of simultaneously training multiple
tasks by leveraging both shared and task-speci ¢ data. The training process
is organized as follows: each client performs local updates for both and
T, by computing gradients and weights independently for each task. These
updates are then aggregated at the server level where a single uni ed model
(M) is generated. To achieve thisAP4Fed extends the Flower standard
configure _fit ! method, which is responsible for con guring the upcoming
training round [9]. AP4Fed incorporates a strategy that dynamically directs
the updated weights provided by clients to the corresponding task during the

YFurther details are available at https:/flower.ai/docs/framework/
how-to-implement-strategies.html



training process. This ensures that each client's local training data e ectively
contributes to the global model for its respective task(s). After completing
their local training, clients send to the server their updated weights, which
are then aggregated using a weighted averaging mechanism based on the
number of samples processed by each client.

3. Methodology

Introduction. Our methodology consists of developingP4Fed , a ex-
ible FL benchmark framework that enables software architects to design,
con gure, and evaluate FL systems through the composition of mixed ar-
chitectural patterns, enabling quantitative evaluation of their impact. The
open source code and the documentation on how to use the developed tool
is publicly available [19].

Figure 5: AP4Fed Infrastructure Overview.

The AP4Fed infrastructure, depicted in Figure 5, builds on the Flower
Python library (v1:120) [9], a framework designed to support the con gu-
ration and simulation of FL systems. Flower provides core functionalities
such as client-server communication, global model updates, and round-based
coordination, which serve as the foundation foAP4Fed . Beyond these
core features, AP4Fed introduces a set of architectural patterns and met-
rics to benchmarking FL simulations. These additions enable the extraction
of advanced metrics and provide greater exibility for con guring and eval-
uating diverse FL scenarios. The framework leverage the PyTorch library
(v2:5:0) [50] for ML tasks, allowing each client to perform local training on



Figure 6: BPMN Graphical Representation of the AP4Fed Framework.

its data. AP4Fed usesPyQt5(v5:15:11) to provide a user-friendly Graphi-
cal User Interface (GUI) that simpli es the process of con guring simulation
parameters and modeling FL systems for experimentation. This interface
guides users through the setup process, thus enabling the emulation of typi-
cal real-world FL architectures.

Methods. Figure 6 presents a BPMN diagram [17] that illustrates how
AP4Fed works. Its core work ow is split into three phases.

The (D Project Setupphase enables users to either start a new FL simula-
tion or load an existing con guration from aJSONle. In the former case, the
simulation can be con gured to run in a local environment (to experiment
with di erent ML strategies and algorithms) or in a container-based setup
(to emulate real-world systems, ensure e cient resource allocation, and pre-
vent resource overcommitment [16]). In the latter one, users can customize
prede ned settings de ned in the JSONle.

The second phase of thé&P4Fed work ow is (2 System Con guration
Figure 6 shows that the con guration involves three main tasks: (i) system
parameters, (ii) client details, and (iii) architectural patterns. Figure 7 re-
ports the con guration GUI of AP4Fed , specically: system parameters
(e.g., the number of rounds), see Figure 7a; client details (e.g., number of
allocated CPUs), see Figure 7b; architectural patterns (e.g., the client selec-
tor requires a selection strategy), see Figure 7c. A graphical overview of all
parameters is presented in Figure 7d.

Table 1 summarizes the parameters in a tabular format. The system pa-
rameters are: thesimulation _Typethat can be Local or Docker, the number
of FL rounds (numRound$ that can vary between 1 andr, and the num-
ber of clients (O whose minimum value is 2 and the maximum can be set
to c. Each client is detailed with an identi er (client _ID), the resource
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(a) Con guration of System Parameters. (b) Con guration of Client Details.

(c) Con guration of Architectural Patterns. (d) Parameters Overview.

Figure 7: AP4Fed : Simulation Con guration GUI.
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Parameter

Description

Possible Value

System Parameters
simulation _Type

Type of FL Simulation

\Local",\Docker"

numRounds no. of FL Rounds 1,r

nC no. of Clients 2,c
Client Details

client _ID Incremental Client ID 1,...,¢c

n_.CPU no. of allocated CPUs in

RAM Allocated Memory Capacity 1,m

dataset Testing Dataset \CIFAR-10", ...

data Distribution

Data Distribution Type

\IID", \non-1ID", \Random"

Architectural Patterns
CLIENT REGISTRY
enabled
CLIENT SELECTOR
enabled
selection _strategy
selection _criteria
criteria  _value
CLIENT CLUSTER
enabled
clustering _strategy
clustering _criteria

MESSAGE COMPRESSOR

enabled

MULTI-TASK MODEL TRAINER trains multiple tasks simultaneously

enabled
M1
Mldataset
M2
M2dataset

It stores relevant client data

Activation

It selects clients based on criteria

(De)Activation

Setup the selection strategy

Setup the selection criteria
Setup the threshold value

It groups clients according to similar data

(De)Activation

Setup the clustering strategy
Setup the clustering criteria
It compress Clients-Server exchanged data

(De)Activation

(De)Activation
Setup the rst model

Setup the dataset of the rst model

Setup the second model

Setup the dataset of the second model

\True"

\True", \False"
\Resource-based"
\CPU", \RAM"

\1,n",\1, m"

\True", \False"
\Data-based"
\Data Distribution Type"

\True" \False"

\True" \False"
\U-Net", ...
\CIFAR-10", ...
\DenseU-Net", ...
\NYUv2", ...

HETEROGENEOUS DATA HAMNDjEBBRrates synthetic data to balance dataset classes

enabled

Table 1: System Con guration Parameters Summary (

(De)Activation
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allocation (i.e., n.CPURAM the testing dataset , e.g., CIFAR-10, and the
data Distribution  type that can be IID, non-IID, or random. The architec-
tural patterns present the following settings. TheCLIENT REGISTR¥ttern
is always enabled since it provides key client data on which other patterns rely
on. The CLIENT SELECT@&ttern, when activated, requires the following
settings: selection _strategy (e.g., Resource-basedgelection _criteria
(e.g., CPU), andcriteria _value (e.g.,>1). For instance, only clients with
more than one CPU resource are selected, whereas all others are excluded.
The CLIENT CLUSTHRttern, when enabled, necessitates these settings:
clustering _strategy (e.g., Data-based), andclustering _criteria  (e.qg.,
Data Distribution Type). For example, clients are clustered via their data
type. The MESSAGE COMPRES86MR, when activated, reduces communi-
cation costs by compressing data exchanged between clients and server. The
MULTI-TASK MODEL TRAIp#ERrn, when enabled, needs the speci cation
of both the model architecturesMland M2(e.g., U-Net) and the correspond-
ing datasetsM1dataset andM2dataset (e.g., CIFAR-10). For instance, two
datasets are used for training, both in isolation than in combination. The
HETEROGENEOUS DATA Hpalr&gRvhen activated, generates synthetic
data that balance the representativeness of classes in the datasets. We recall
that these parameters are set by users and they feed ti8ONcon guration
le, see a concrete example in Listing 1. This way, users can download the
entire con guration as aJSONle, that can later be uploaded when creating
a new FL project, thereby enabling easy reuse of previously de ned setups.
The @ Simulation phase allows to run the simulation and collect results.
AP4Fed embeds a prompt that provides an overview of the simulation, de-
tailing aspects such as the training time or other information on implemented
patterns, as shown in Figure 8a. This o ers a detailed explanation of the
current state of the simulation, aiding the reasoning of the ongoing process.
Upon completion, the tool generates a set of summary plots, as shown in
Figure 8b, and it o ers the option to download a complete report of the
simulation in a CS\Mormat.

f
SYSTEM_PARAMETERS: |
f
simulation_Type: "Docker",
num_Rounds: 100,
nC: 10,
g,
|
CLIENT_DETAILS: |
f
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client_id: 1,

n_CPU: 2,

RAM: 2,

dataset: "FMNIST",
data_Distribution: "lID"

—h

client_id: 2,

n_CPU: 1,

RAM: 2,

dataset: "CIFAR-10",
data_Distribution: "non-IID"

ARCHITECTURAL_PATTERNS: |

client_registry: f
enabled: "true",

g,

client_selector: f
enabled: "true",
selection_strategy: "Resource-based",
selection_criteria: "CPU",
criteria_value: ">1"

client_cluster: f
enabled: "true",
clustering_strategy: "Data-based",
clustering_criteria: "lID"

g,

message_compressor: f
enabled: "true"

g,

multi_task_model_trainer: f
M1: "U-Net",
M1_dataset: "CIFAR-10",
M2: "DenseU-Net",
M2_dataset: "NYUv2"

g

heterogeneous_data_handler: f
enabled: "true"

Listing 1: Example of a JSON Con guration File for AP4Fed .

Results. Table 2 provides the description of the implemented evaluation
metrics, building on approaches proposed in the literature [27, 56, 30]. Those
metrics are selected to capture system performance and predictive perfor-
mance variations, thus providing insights for di erent architectural choices.
System performance metrics are collected at di erent granularity levels. The
training time and the communication time are calculated for each client. The
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(a) Prompt of the Simulation. (b) Dashboard of the Simulation.

Figure 8: AP4Fed : Simulation GUI.

Target Parameter Description
Training Time Time Spent on Local Training
System Communication_ Time Time Spent on Client-Server Communication
Performance Total Rc.)gnd' Time Total Time Spent for each FL'Roun.d
CPU Utilization Percentage of Time the CPU is Utilized
RAM Utilization Percentage of Time the RAM is Utilized
Validation Loss Global Model's Error on Validation Data
Predictive Validation Accuracy Correct Predictions on Validation Data
Performance F1 Score F1 Score of the Global Model
MAE Mean Absolute Error

Table 2: AP4Fed Evaluation Metrics.

total round time instead represents the time required to complete one round
considering all the participating clients. Regarding resource utilization, the
tool monitors two key metrics for federated learning [61, 1]: the Central Pro-
cessing Unit (CPU) usage and Random Access Memory (RAM) consumption.
We also evaluate the predictive performance metrics, following standard ad-
vices from the literature [27, 30, 56]. For classi cation problems, we derive
the F1 score to balance precision and recall, while for regression tasks, we
employ the Mean Absolute Error (MAE) to quantify the prediction accuracy.

Discussion. The outcome of our methodology consists of a report that
captures a set of evaluation metrics from simulations. The produced report
is aimed to collect knowledge on the FL system under analysis, along with
information on the di erent architectural alternatives and their quantitative
impact. We think this knowledge may represent a precious support for soft-
ware architects that are in charge of comparing di erent design alternatives,
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and deriving insights for improving the system performance and the pre-
dictive performance. This way, our quantitative evaluation can be used by
software architects to take informed architectural decisions.

4. Experiments

4.1. Experiments Con guration

In this subsection, we describe the experimental setup used to evaluate the
proposed architectural patterns, including the Heterogeneous Data Handler
Pattern, the Multi-task Model Trainer one, and the use of combined patterns.
We outline the system con guration, datasets, and the structure of the global
models employed in our analysis. The goal is to assess the impact of these
design alternatives on system performance and predictive performance.

Subject SystemsTo fairly evaluate experiment output metrics, we report
mean results obtained over 10 iterations, along with a 99% con dence inter-
val, represented using lines and shaded areas in the plots. Each experiment
is conducted using di erent ML models tailored to the speci c ML task un-
der evaluation. A Convolutional Neural Network (CNN) is employed as the
global model for image classi cation tasks. For semantic segmentation, a
U-Net architecture was utilized, leveraging its well-established e ectiveness
in capturing ne-grained spatial details. In the case of depth estimation, the
DenseU-Net [30] is adopted to exploit feature reuse and enhance depth pre-
diction accuracy. For training global models, we use the CIFAR-10 [32] and
NYUv2 [47] datasets. The CIFAR-10 dataset consists of 6000 32 32 color
images, with 59000 images for training and 100 for testing, divided into
10 distinct classes. Each class includes images of objects or animals (e.g.,
trucks, dogs), providing a challenging task for the CNN to accurately clas-
sify test images into one of the 10 categories. The NYUv2 dataset consists of
1,449 480 640 di erent images captured from a variety of indoor environ-
ments. As depicted in Figure 9, the dataset comprises three types of data:
1,449 RGB images, 1449 depth maps, and 1449.npy les. The RGB image
in Figure 9a capture the visual details of a scene, while the corresponding
depth map in Figure 9b reveal spatial information by encoding the distance
of surfaces from the camera perspective. Thepy le stores 2D arrays, with
each value representing a speci c object class (e.g., 0 for background, 1 for
table, etc.) that corresponds to a pixel in the RGB image. This information
is visually represented in Figure 9c.
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