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ABSTRACT
Social networks can quickly propagate information to large audi-
ences and can be used to spread fake news or to provide false figures
of popularity. Social bots, i.e., software robots that automatically
interact with human users and produce content under a fictive iden-
tity, are used for such harmful activities. In this paper, we study the
relationship between bots and genuine human users with the aim
of identifying those “credulous” users who are particularly exposed,
and unintentionally contribute, to the activities planned by a net-
work of bots. Spotting credulous users is useful to service providers
to display warnings on their dashboards, scan their activities for
early signs of attacks, or take more active measures to prevent or
limit the negative effects of their activities.

Here we aim at identifying credulous users on Twitter starting
from those involved in any social relation with a bot. To that end,
we rely on an existing bot detector along with its dataset of genuine
users and bots that we extend with additional information about
the friends of each genuine user. To single out credulous users out
of genuine ones, we study the effectiveness of different metrics or
combinations thereof. We see this as a first step towards singling
out features that can be used to detect credulous users without
resorting to the expensive analysis of the nature of their friends.
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1 INTRODUCTION
Popular social networking services, such as Twitter and Facebook,
are rapidly evolving as pervasive means of information where news
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are quickly propagated to large audiences. In fact, domestic users
of such services can keep up with the news effortlessly, while rou-
tinely checking out their own social channels of interest. They are,
however, also at risk of being misinformed, because there is no
control on the reliability of the news themselves.

As a matter of fact, the diffusion and propagation of deliberately
misleading information for harmful purposes is quite recurring
in social networks. Its considerable impact on the economy, the
society, or even the democracy, represents a major concern, even
more so in view of the uncontrolled speed of propagation and of
the size of the targeted audience.

Social bots, i.e. software robots that automatically interact with
human users and produce content under a fictive identity, are at
the source of such harmful activities. Bots are wide-spread, with
recent estimates indicating that up to 15% of Twitter users are
actually bots [20, 41], and can be so powerful to the point of heavily
influencing public opinion [19, 26, 27]. This has motivated a vast
body of work on bot recognition in social media [4, 21, 35, 38]. In
particular, recent approaches to automated bot detection on Twitter
rely on directly observing specific features, such as the ratio of
friends over followers of a registered user, the quantity or frequency
of their interactions, the expressiveness of their comments, the
presence of a name, face photo, address, biography or any additional
information on the profile, and many more [7, 11, 13].

Bot detection is undoubtedly essential in contrasting the negative
effects of malicious activities in social networks. On the other hand,
the role of humans in this matter does not seem to have received
as much attention. Yet recent findings do hint at some connection
between genuine users and harmful activities on social networks.
Among the other things, it has been observed that the majority
of genuine users normally do not check the reliability of articles
from social media, and many even share these articles [16]. Now,
depending on the activities of their contacts, these users may well
end up contributing actively, although unknowingly, to spreading
harmful content. These considerations motivate further effort to
identify significant categories of genuine users that play an active
part in this business, their distinctive features or behavioral profile.
However, due to the nontrivial classification of human behaviour,
the problem of analyzing genuine users is quite different from bot
recognition. Known social interaction mechanisms such as opinion
changes and social influence have previously been studied [14,
28, 37], also some attempts have been made to categorize social
network users [40].

https://doi.org/10.1145/3297280.3297486
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In this paper, we deliberately draw attention to those users of
social networks who are particularly exposed to the malicious activ-
ities planned by bot networks. For simplicity, by abuse of language
we refer to them as credulous users. In particular, we acknowledge
the existence of such class of users, and provide a technique to au-
tomatically rank them on the basis of their gullibility. Identification
is then achieved by selecting the highest-ranked elements. Spotting
credulous users can be useful, for instance, to service providers to
display warnings on their dashboards to reduce the risk of their
involvement in harmful activities (e.g., spreading fake news, hate
speeches, etc.), or to hold up some of their activities (e.g., content
re-posting) in order to slow down the propagation of malicious
information.

Although our intuition is general, here we focus on Twitter, a
popular platform at the time of writing. Our starting point is an
existing bot detector along with its dataset of genuine users and
bots [41]. We adopt the mentioned dataset as an initial seed for
crawling fresh data (i.e., account information, tweets, and men-
tions). The crawling removes outdated information and at the same
time restores information that was previously removed due to re-
strictions imposed by the service provider; in addition, as required
by our data analysis procedure, we extend it to the friends of the
genuine users in the initial dataset.

We then revise the bot detector to adopt a unique decision model,
selected after training and testing multiple machine learning al-
gorithms, evaluating their prediction accuracy with respect to the
ground-truth provided by the instances in [41]. We feed the ex-
tended dataset to the revised bot detector, classifying as bots or
humans the friends of the genuine users in the initial dataset. Finally,
we rank the users by combining different metrics, including the
ratio of bots over humans in their list of friends, and their seniority,
i.e., the time they were created.

We experiment with our ranking mechanism as follows. After
selecting the topmost credulous users from the gullibility list, we
calculate the efficacy expressed in terms of the number of detected
bots over analyzed users. We repeat this process by varying two
parameters. First, we modify the cutoffs for selecting the credulous
users from the ranked list; this is helpful to verify if the ratio of bot
friends decreases when considering a larger set of users as cred-
ulous ones. Second, we build two more datasets of different sizes
by randomly selecting users from the initial dataset; this allows
to test our technique on multiple initial sets of users. We consis-
tently observe over all combination of the above two factors, a
greater efficacy for smaller cutoffs, thus substantiating the validity
of our proposed gullibility ranking. Note that, in our case, it is
not feasible to apply standard measures such as precision, recall,
and F-measure [18, 30], because of the absence in the literature of
existing datasets for the considered class of users.

The rest of this paper is organized as follows. Section 2 discusses
related work. Section 3 describes our approach for identifying cred-
ulous users on Twitter. Section 4 reports the experimental results
that help us to compare the impact of different metrics on the qual-
ity of the decision procedures about gullibility. Section 5 concludes
the paper and provides future research directions.

2 RELATEDWORK
The work presented in this paper mainly concerns the following
three research directions related to social networks: (i) bot detection,
(ii) spreading of misinformation, (iii) analysis of human behaviour.
Hereafter we discuss the related work along these three lines of
research.

2.1 Bot detection
Different approaches have been recently proposed to build tools
(bot detectors) to discern automated accounts from human ones.

A bot detector for Twitter that applies a complex machine learn-
ing algorithm on elaborate features, such as the reposting rate as
well as temporal patterns, was proposed in [16]. An important,
aside, finding of this work is that a very high percentage of Twitter
users (86%) do not check the reliability of articles from social media
they receive, and 27% of them share un-checked news. These figures
represented for us good motivations to single out credulous users
and to possibly warn them.

Over a thousand features are considered by another bot detec-
tion technique for Twitter based on machine learning [41]. This
technique clusters the detected bots into different subclasses of
spammers and promoters. In our work, we have used both their
bot detector, which is publicly available as a web service, and their
dataset [41] as starting points of our procedure for identifying
credulous users.

In [24], different machine learning algorithms are analyzed in
order to build a classification model for bots by considering the
published contents and the publishing behavior of the users. This
work points out that humans exhibit complex timing behavior, as
opposed to the more regular one of bots. Similar situations are
described in [5], where temporal patterns are extracted from the
activity time series of bots. We plan to extend our revised bot
detector to take into account also the evolution of behaviors over
time.

Some statistical techniques have been adopted for investigat-
ing bot-like behavior on Twitter in [31]. This approach ranks the
accounts on the basis of the number of specific features that are
relevant to specific bot types, like fake followers and content pol-
luters. Our approach could benefit from this work by considering
the distinctive features of the different kinds of bots.

In [4], a detection technique is described that relies on the analy-
sis of user activities on Twitter and Facebook (i.e., posting, sharing,
liking, tweeting, retweeting, and deleting) and their correlation.
Highly-synchronous activities are considered abnormal, hence gen-
erated by bots. Our work does not currently consider users activ-
ities, but also these can be useful for identifying credulous users.
Retweeting fake news, for instance, might be a plausible symptom
of gullibility.

2.2 Misinformation in social networks
The importance of understanding the propagation of misinforma-
tion in Twitter has been highlighted in [25], where a quantitative
analysis of tweets during the Ebola crisis was performed, and the
users were categorized according to whether they received any
news about the virus, and, if so, whether they retweeted it.
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Methods for evaluating the credibility of published information
have also been proposed, such as one that relies on two main fea-
tures (i.e., topic and source) for ranking tweets and estimating their
reliability [23]. Approaches of this kind are somehow complemen-
tary to ours, as they might be used to assess the reliability of the
users producing tweets and to rate the gullibility of their friends.

Several models of diffusion of hoaxes in social networks have
been provided. A known modeling framework [39] focuses on the
analysis of fact-checkers that associate to the news their probability
of being fake, and thus can remove the ones with a high probabil-
ity. Our goal is not to detect or delete fakes, but only to provide
warnings about suspicious spreaders.

Another model aimed instead at detection, based on supervised
learning, was proposed to detect suspicious behavioral patterns
on Twitter [2]. This technique, however, makes no distinction as
to whether the misinformation is intentionally spread or not. In
contrast, we are interested only in credulous users that propagate
fake news unintentionally.

Special attention has been dedicated to the problem of spreading
political misinformation on social media [6, 34, 36, 43]. For instance,
in [34] text analysis is combined with temporal patterns. Shared
hyperlinks represent the main means for circulating false rumors.
This technique could be combined with ours to refine our analysis,
by considering the actual content of the news published by credu-
lous users, and checking the presence of hyperlinks to unreliable
websites. As another example, in [36], Twitter data related to the
2016 USA elections are analyzed according to specific features, such
as the number of followers and friends, the used links per day, the
retweets per day, with the aim of identifying malicious activities
and specifically those by bots.

2.3 Analysis of human behaviour
Sentiment analysis and bot detection have been combined in [15],
where several sentiment-related factors emerged as possible indi-
cators for bots in Twitter. A scoring engine assigns to a topic in a
tweet a value ranging from -1 to +1 to denote maximally negative
and positive attitude, respectively. This score is exploited to dis-
cern humans from bots; humans are observed to express a stronger
positive sentiment than bots.

Behavioural profiling has also been adopted for detecting anoma-
lous behaviour or human behaviour. It has been observed that
fast changes in the reactions of Facebook users to content posted
by other users correspond to possible sources of anomalous be-
haviour [33].

In [1] a method for identifying human behaviour in social net-
works is proposed. The experimentation is conducted on Facebook
and the approach is based on building graphs that represent the
expected behaviours in terms of sequence of activities. Behavioural
patterns that do not reflect any of the known models are associated
to likely malevolent purposes. We expect that similar techniques
can be used for Twitter.

Another way to single out genuine accounts is based on com-
paring the similarity of sequences of activities (i.e., comment, like,
share, mention, etc.) of groups of users. The main intuition is that
groups of bots seemmore likely to share common patterns, whereas
genuine users exhibit a more heterogeneous behavior [10].

We plan to extend the evaluation of our approach on further
datasets of humans and bots obtained according to the above tech-
niques.

3 APPROACH
Our approach for the identification of credulous users on Twitter
consists of two separate processes.

The purpose of the first process is to produce a refined decision
model for bot detection. This is built upon an existing bot detector
and a dataset of Twitter users [41], where each user is associated to a
label indicatingwhether it is a genuine one (in otherwords, a human
user) or a bot. During this process, data crawling from Twitter is
performed to refresh the initial dataset. The updated information
is then converted into a set of representative user features. We
then use multiple subsets of these features to experiment different
machine learning algorithms [17]. At the end, we select the best
combination (of features and algorithm) to obtain an improved
decision model for bot detection. Section 3.1 describes this process
in detail.

The second process achieves our final aim of identifying cred-
ulous users. We start from the refreshed dataset, this time only
considering the users previously labeled as humans, and extend it
with additional information about the friends of those users. We
then exploit the revised decision model (obtained by the first pro-
cess) to label each friend as a bot or a human. We also introduce a
set of rules to discern whether a genuine user is a credulous one.
This process is described in detail in Section 3.2.

3.1 Revisited bot detection
Our study starts by considering a publicly-available supervised
dataset of Twitter users along with a bot detector trained on it [41]
(see Figure 1).

Bot detectors have the tendency to gradually become obsolete
and to loose precision, because bots evolve continuously [29], and
existing datasets degenerate as time goes by, for instance due to
suspended accounts. To partially overcome this issue, we decided
to derive an improved decision model after refreshing the initial
dataset. We run different machine learning algorithms on different
sets of features, in order to compare their prediction accuracy. We
eventually adopt as our refined decision model the best performing
alternative among the considered ones.

Due to policy restrictions1, the initial dataset we relied on only
contains the user IDs and the associated labels indicating whether
a given account corresponds to a human user or a bot. These IDs
represent Twitter accounts, which we refer to as basic users. We
implement data crawling on top of the Twitter API2 to retrieve
further information on those basic users (see 1 in Figure 1).

Our crawler fetches the following data for each basic user:

• the tweets: the content in form of text, photos, etc. published
by the user on his or her main page);

• thementions: the tweets not published by the user, but where
the user has been tagged by other users;

1Twitter Developer Policy: https://goo.gl/BiAG16
2Twitter API: https://goo.gl/2FXfi5

https://goo.gl/BiAG16
https://goo.gl/2FXfi5
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Figure 1: Revised Bot Detection.

• the list of contacts: the list of the IDs of the users involved in
any social relations with the considered user, i.e., followers
and friends of a given user;

• other details: the screen name, the description, the status count,
and other public information about a Twitter account.

During this step we also filter out from the initial dataset all the
entries that are no longer valid, such as suspended or deleted user
accounts.

After refreshing the initial dataset, the data preprocessing step
(see 2 in Figure 1) transforms the user data into a suitable format
for querying the inspector. Requests to the inspector include the
following user’s data: ID, tweets, mentions, and screen name. The
inspector returns as output the probability of the user being a bot,
along with a bag of features, i.e., a representative set of feature-value
pairs (see 3 in Figure 1). For this task we rely on the Botometer
web service3.

To obtain our revisited bot detector we perform data analysis
(see 4 in Figure 1). We thus compare the prediction accuracy in
human-bot classification of different machine learning algorithms
on multiple subsets of the features. The combination (of features
and algorithm) showing the highest accuracy becomes our revised
bot detector, i.e., the decision model of Figure 1.

The prediction accuracy results are shown in Table 1. The columns
of the table list the considered algorithms: C4.5 [32], based on de-
cision trees, random forests (RF) [3], RIPPER (R) [8], and neural
networks (NN) based on the multilayer perceptron model with back
propagation [22]. We selected these algorithms because they are
well-known in the literature [11, 13, 41, 42]. Moreover, the random
forest algorithm has proven to be a rather accurate classifier for bot
detection [41]. For our tests, we used the implementations available
in the Weka tool-suite [17].

To determine the probability of a Twitter account being a bot,
the bot detector relies on six categories of features [41]:

(1) user-based: the number of friends and followers, the number
of tweets produced by the users, profile description and
settings;

(2) friends: the used language, local time, popularity, etc., ex-
tracted from followers-friends (i.e., retweeting, mentioning,
being retweeted, and being mentioned);

(3) network: the different types of communication (i.e., retweet,
mention, and hashtag) weighted considering the frequency
of interactions or co-occurrences;

3Botometer web interface: https://goo.gl/uyhG5c

(4) temporal: the user activity (e.g., production of tweets) over
different time intervals;

(5) content: the type of natural language, the length and entropy
of the text being tweeted;

(6) sentiment: the attitude ormood of a conversation, e.g., arousal,
valence, and dominance scores.

Botometer produces as output the so-called english score (ES) that
relies on the six categories above and the universal score (US) that
ignores sentiment and content features, being them English-specific.
We did perform four different evaluations reported in Table 1. The
first three rows of the table refer to the outcome of the experiments
based on the two scores separately and on their combination. The
fourth, more effective, experiment considers not only the values
assigned by Botometer to the above six categories but also the
numbers of tweets and mentions separately. These eight features
constitute our bag of features. The values in the table represent
the achieved prediction accuracy (expressed as a percentage) of
models validated by means of the 10-fold cross validation. The
highest value of 82.26% (highlighted in the table) is obtained by
using neural networks trained with the bag of features.

Table 1: Prediction accuracy of the new decision models.

C4.5 RF R NN
ES 78.00 77.96 78.78 79.70
US 77.60 77.05 77.41 78.05
ES+US 78.23 73.02 78.65 79.83
Bag of features 81.16 81.71 81.30 82.26

The decision model so obtained is used in the next process to
determine whether a Twitter account, more precisely a given friend
of a basic user, is a bot or a genuine one.

3.2 Identification of credulous users
The process of identifying credulous users is shown in Figure 2.
It starts by considering the human users of the same dataset [41]
previously used in Section 3.1. This time, however, we are interested
in analyzing the friends of these humans. Twitter provides two types
of social relationships: the friends are the users followed by a basic
user; the followers are the users following a basic user. We limit
ourselves to reasoning about the friends of the basic users, though.
The friends are, in fact, more significant to our purposes, because
it takes an active action in order for a user to become friends with
someone.

https://goo.gl/uyhG5c
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Figure 2: Identification of credulous users.

Let us denote by U the set of basic users in the initial dataset,
Hb the set of basic humans in U , and Bb the set of basic bots in U .
We additionally denote by F (h) the set of users that are friends of a
basic human h, and by F (Hb ) the union set of friends over all the
basic humans in Hb . Therefore:

U = Hb ∪ Bb , Hb ∩ Bb = ∅
F (h) = { f | h ∈ Hb ∧ f is f riend to h}

F (Hb ) =
⋃
h∈Hb

F (h)

To prevent the overall number of friends |F (Hb )| from growing
excessively, we only consider the subset H ′

b of Hb whose users
have at most 400 friends on Twitter:

H ′
b = {h ∈ Hb : |F (h)| ≤ 400}.

The data enlargement step (see 5 in Figure 2) consists in building,
for this restricted set of basic human users, the overall list of friends
to consider, i.e., F (H ′

b ). The subsequent data crawling step (see 6

in Figure 2) is performed on the list of users F (H ′
b ) produced above.

This step is similar to the crawling step described in Section 3.1,
except that here the list of contacts is not fetched. We perform a
data preprocessing step that prepares the requests to our revised
bot detector (see 7 in Figure 2). Specifically, information related
to the friends of a genuine user (i.e., account details, tweets and
mentions) is given as input to the bot detector, that returns as output
their features, exactly as explained in Section 3.1. We consider
two additional features (i.e., number of tweets and mentions). The
resulting instance is processed by our revisited bot detector (see
8 in Figure 2). In this way, we compute a prediction p (i.e., 0 for
humans, and 1 for bots) for each newly fetched user. At the end,
we are able to derive the set BF (h) of bot friends for every given
human user h, and the overall set B(H ′

b ) of bots for the whole set
of basic humans users:

BF (h) ={ f ∈ F (h) : h ∈ H ′
b and p(f ) = 1}

B(H ′
b ) =

⋃
h∈H ′

b

BF (h)

In the following, we discuss the rules to rank the human users
in H ′

b . The rules determine each a separate ranked lists of users,
and are eventually combined to build the set of credulous users.

The first rule (R1) calculates for a given basic human user the
ratio between the number of bots among its friends over the total

number of friends. Intuitively, this captures the observation that a
user with a high number of bots in the list of friends is more likely
to be influenced. This is expressed as follows:

R1 =
|BF (h)|

|F (h)|
, h ∈ H ′

b

The second rule (R2) ranks the users according to the normalized
ratio between the number of bot friends and the overall number of
friends. Normalization is introduced to capture cases where humans
have a high ratio of bots over their friends, but the actual number
of friends is low in comparison to other users of the same dataset.
The rule is:

R2 =

bot normalization︷ ︸︸ ︷
|BF (h)|

|BF (hmaxB )|
∗

f r iend normalization︷ ︸︸ ︷
|F (h)|

|F (hmaxF |)

h,hmaxB ,hmaxF ∈ H ′
b

where hmaxB represents the human with the highest number of
bots among its friends, and hmaxF denotes the human with the
highest number of friends.

The third rule (R3) aims at giving relevance to the seniority, or
experience of a user. Intuitively, more experienced users tend to
select their friends with more care. For each basic user, the rule
calculates the ratio between the value calculated by R1 over the age
(in months) of the account, denoted as aдem :

R3 =
R1

aдem (h)
, h ∈ H ′

b

The fourth rule (R4) considers the normalized relation between
the number of bots, friends, and age. The idea in this case is to
capture the increased ability of younger accounts to effectively
filter out more bots. Specifically:

R4 = R2 ∗

aдe normalization︷ ︸︸ ︷
aдem (h)

|aдem (hmaxA)|
, h,hmaxA ∈ H ′

b

where hmaxA represents the eldest human in H ′
b .

On the basis of the above rules, we obtain four ranked lists of
the users in H ′

b in descending order. We additionally combine the
four rules to understand which characteristics are more relevant.
We firstly study the usefulness of normalization:
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R13 considers the set of users selected by both R1 and R3. The
idea is to prioritize users with a considerable amount of
bots among their friends, but also take into account the
percentage of bots with respect to their seniority. These two
rules do not include normalized factors.

R24 considers the set of users selected by both R2 and R4. The
rationale is to prioritize the normalization related to bots,
number of friends, and age of a basic human. These two rules
embed normalized factors in their specification.

We also investigate the usefulness of considering the age of the
user accounts:
R12 considers the users selected by both R1 and R2. By doing

so, we prioritize the information on the number of bots and
friends, intentionally excluding the age.

R34 considers the set of users selected by bothR3 andR4. Here we
jointly consider the number of bots, the number of friends,
and the age.

Finally, we combine all the four rules as follows:
R1234 considers the users jointly selected by all the rules combined

together, so to observe the highest-ranked users with respect
to all the provided rules.

The credulous discerner step (see 9 in Figure 2) applies all the
rules defined in this section and produces ranked lists of users. Note
that selecting the topmost users from these lists yields different
sets of credulous users. It is worth to remark that this process is
not a decision model to classify credulous users. It can be rather
considered as a set of rules that contribute to understand if a hu-
man is more exposed to bots than others. This represents a first
direction for building a preliminary dataset of credulous users. In
the next section, we apply these rules to our dataset and discuss
the experimental results.

4 EXPERIMENTAL RESULTS

The main purpose of our experimentation is to validate our
gullibility ranking. During our experiments, however, we noticed
some other interesting findings, that we shall point out as we go
along.

We rank the genuine accounts according to the rules defined in
Section 3 and generate a different ranked list for each rule. We thus
obtain different sets of credulous users by selecting the topmost
elements of these ranked lists. To quantify the usefulness of these
sets, we define ameasure of efficacy as the ratio between the number
of detected bots over the total number of friends for the considered
set of credulous users. We recall that these sets represent a first
source of knowledge to further investigate the features of the user
accounts, and single out credulous users.

Having applied the selection criteria from Section 3.2, we obtain
from the dataset [41] 754 human users to be considered. This is our
dataset D1. Furthermore, in order to check that the obtained results
are not dependent on the specific dataset, we build from D1 two
smaller portions, D2 and D3, by randomly extracting a half and of
a quarter of the elements of D1, respectively.

We performed a preliminary investigation on these three datasets
bymeasuring the efficacy for all the humans, without distinguishing

the credulous ones. The 754 human users in D1 turned out to have
about 126k friends, 17k of which were marked as bots, leading to an
efficacy of 0.14; D2 includes 377 humans, 65k friends, and 8k bots,
for an efficacy of 0.13;D3 has 188 humans, exposing 35k friends, and
4k bots, hence the efficacy is 0.13. An interesting thing to observe
here is that all these values confirm that the claim about roughly
15% of Twitter users being bots [20, 41] also holds for the induced
network of friends in the considered dataset. Another thing worth
noticing is that our approach is expensive, as it required scanning
about 126k user accounts in order to analyze the gullibility of only
754 genuine users.

Table 2 reports our experimental results. The datasets are re-
ported in the leftmost side of the table, where columns size and id
report the number of users and their identifier, respectively. The ta-
ble is arranged into four sections, each corresponding to a different
group of experiments. The first one (specific rules) investigates the
efficacy associated to the evaluation of the four rules of Section 3.2
in isolation. To calculate the efficacy, we introduced some cutoffs
on the number of genuine users to be considered as credulous users.
For example, for the D1 dataset, we set three cutoff values to 200,
150, and 100 (shown in column cred of Table 2). By setting the cutoff
to the topmost 200 credulous users, the four rules yield an efficacy
of 0.275, 0.197, 0.265, and 0.189, respectively. We remind that these
values represent the ratio between the amount of analyzed credu-
lous bots friends over the total number of their friends. This means
that, for example, by applying rule R1 with the largest cutoff, 27%
of these credulous friends turn out to be bots.

We can observe an increasing trend in the efficacy values for
smaller cutoffs (i.e., 150 and 100). For example, in Table 2 we can see
that the efficacy values are 0.275, 0.303, and 0.344 when considering
200, 150, and 100 credulous, respectively. We also observe similar
trends for all the other specific rules (i.e., R2, R3, R4). Among all the
efficacy values for the four specific rules, it is possible to see that
the best values are obtained by considering rule R1 with a cutoff
value of 100. Using R3 leads to similar values.

After considering the different rules separately, we study some
possible combinations of them. We select the topmost credulous
users (again with cutoffs at 200, 150 and 100 elements) from the
ranked lists separately produced by the specific rules, and then
considering the credulous users obtained by intersecting all these
different lists.

In the second group of experiments (normalization), we inves-
tigate the effect of normalization and compare the efficacy of the
conjunction of rules R1 and R3 (denoted by R13 in Table 2) that do
not use normalization and the conjunction of the remaining two
rules R2 and R4 (denoted by R24 in Table 2) that instead rely on
normalization. We have that the best efficacy values are obtained in
the absence of normalization. For example, with the initial dataset
of 200 credulous users, R13 is calculated on a set of 152 credulous
users, with an efficacy of 0.296. With the same dataset, R24 is instead
calculated on a set of 174 credulous users. In this case, the achieved
efficacy of 0.2 is sensibly lower than R13. It is worth noticing that
the number of credulous users is larger when comparing R13 w.r.t.
R24 because two heterogeneous datasets of Twitter accounts are
built, however efficacy still reflects the same trend observed before,
i.e., more permissive cutoffs lead to lower efficacy.
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Table 2: Experimental results.

Datasets Specific rules Normalization Seniority All rules

cred R1 R2 R3 R4 R13 R24 R12 R34 R1234
id size eff. cred eff. cred eff. cred eff. cred eff. cred eff.

D1 754
200 0.275 0.197 0.265 0.189 152 0.296 174 0.200 101 0.271 67 0.284 63 0.294
150 0.303 0.217 0.289 0.204 114 0.308 125 0.218 66 0.303 42 0.304 37 0.320
100 0.344 0.236 0.324 0.228 71 0.367 82 0.243 36 0.337 23 0.350 19 0.370

D2 377
100 0.273 0.183 0.270 0.173 78 0.302 86 0.184 45 0.273 28 0.299 27 0.304
75 0.305 0.199 0.291 0.183 59 0.324 59 0.202 31 0.303 18 0.315 17 0.323
50 0.350 0.224 0.326 0.214 37 0.368 42 0.228 18 0.344 13 0.342 9 0.378

D3 188
48 0.276 0.197 0.264 0.191 36 0.304 40 0.204 24 0.278 18 0.288 16 0.309
36 0.308 0.223 0.293 0.213 31 0.315 31 0.221 18 0.309 13 0.315 13 0.315
24 0.353 0.247 0.333 0.233 18 0.368 21 0.248 9 0.368 8 0.340 6 0.376

In the third group of experiments (seniority), we investigate the
efficacy associated to rules R1 and R2 combined (denoted by R12
in Table 2) that do not consider the seniority of the user account
w.r.t. rules R3 and R4 combined (denoted by R34 in Table 2) that,
instead, consider the longevity of accounts. We notice that the best
values of efficacy are obtained by the rules that take seniority into
account. For example, with the initial dataset of 200 credulous users,
R12 is calculated on a set of 101 credulous users, and the efficacy is
0.271. With the same dataset, R34 is instead calculated on a set of
67 credulous users, and the efficacy of 0.284 is only slightly larger
than that of R13. The efficacies for all entries of R12 and R34 are
very similar, despite the considered number of credulous users that
instead are much less for R34. For example, considering the dataset
of 150 credulous users, rule R12 selects 66 credulous users with an
efficacy of 0.303, whereas ruleR34 only considers 42 credulous users,
but with basically the same efficacy. This suggests that considering
seniority is useful for the datasets under analysis, but has a limited
impact.

In the fourth group of experiments (all rules), we evaluate the
combined efficacy of all the four rules. We select the first 200, 150
and 100 credulous users in ranked lists produced for the specific
rules separately and then consider their intersection. This cuts
down the number of selected credulous users to 63, 27, and 19,
respectively. Such a large reduction in the size of the dataset, due
to the intersection, shows that each specific rule has the effect of
classifying as credulous users different genuine users. By observing
in the table the column of related efficacy values, we can see that by
combining all the four rules we obtain the best results. Furthermore,
the observation about the increase in efficacy for smaller cutoffs
is still valid. In conclusion, the larger efficacy for smaller cutoffs,
consistently observed over all our experiments, substantiates the
validity of our proposed gullibility ranking.

5 CONCLUSIONS AND FUTUREWORK
Our work was initially motivated by the observation that the gulli-
bility of genuine users is an important factor in spreading malicious
activities across social networks. Our primary goal was therefore
to acknowledge the existence of, and draw attention to, the class
of credulous social network users, whom unknowingly support
the malicious activities of bot networks. More concretely, we have
proposed a possible way of identifying Twitter users belonging to

the above class of interest. In particular, we have described and
implemented a method to rank genuine users on the basis of their
gullibility, so to isolate the most credulous ones from the rest. We
have reported an experimental evaluation on a publicly-available
dataset that confirms the validity of our ranking mechanism.

Our contribution differs frommost of the existing body of closely
related work, where the main concern is instead detecting auto-
mated activities, such as those performed by bot networks, and the
human component is largely neglected.

As a direct, practical advantage of our current technique, a ser-
vice provider could identify the most credulous users and send
them warnings or even precautionarily delay or block their ac-
tivities. This would limit their unintentional contributions to any
harmful activity, and thus indirectly dampen intended malicious
effects, such as the viral spreading of fake news.

In the immediate future, we plan to experiment with our ap-
proach on other datasets, such as [12] and to use our current dataset
of credulous users to train a new decision model, and then validate
it on a different dataset. We also plan to extend our experimentation
to take into account the activities of the users and their behaviour.
In fact, we currently do not distinguish passive and active users,
i.e., the ones that are intentionally spreading fake information.

Our current technique is expensive, as it requires scanning the
(potentially many) social connections in order to compute the gulli-
bility score of a given genuine user. It would be worthwhile to invest
further effort in the development of an alternative decision model
that can achieve a similar or greater precision without considering
the social contacts of a user. To that end, it would be useful to deter-
mine relevant features that contribute to single out the credulous
users, so that, instead of retrieving information on their friends, we
can recognize them by only analyzing the user profile. An interest-
ing direction for future research is to apply different methodologies
to classify credulous users, e.g., approaches that only use account
details such as class-A features [11], or behavioural analysis, like
for instance DNA fingerprint [9].

An enhanced decision model might be useful to improve ef-
ficiency in bot detection. In fact, given the high density of bots
among the friends of the credulous users, the decision model could
be useful as a guidance for spotting more bots by only inspecting
a restricted set of users (the friends of the credulous), rather than
scanning the network exhaustively.
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Conceptually, our approach is not limited to a specific platform,
and in principle it should be possible to generalize it to other con-
texts, e.g., to Facebook, Google+, etc. However, we anticipate that
every such attempt would likely result in a considerable engineering
effort, due to possible issues such as policy restrictions of providers
that make it difficult to find good datasets, and pose specific new
challenges for fetching large bulks of relevant data, for interfacing
with the different APIs to access those services, for dealing with
the service request throttles, and the like.
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